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SUBJECT:  Contracts with Business Associates  

 

HIPAA CITES: 45 CFR §164.502(e) 

 

DEPARTMENT:  All Departments of Kewaunee County 

 

POLICY NUMBER:  124 

 

______________________________________________________________________________ 

 

I. POLICY: 

 

Kewaunee County ensures that its Business Associates (as defined herein) protect 

patients’ right to privacy consistent with Kewaunee County’s obligations under federal 

and state law and Kewaunee County’s privacy policies.  Further, it is the policy of 

Kewaunee County to only enter into a Business Associate Contract if it contains the 

Business Associate Contract provisions in accordance with Section II.C below.   

 

II. PROCEDURES: 

 

A. Applicability of this Policy to a Contract.  The first step under this policy is to 

determine whether this policy applies to the proposed arrangement or contract.  

This policy does not apply to every arrangement or contract between Kewaunee 

County and another person or organization.  It only applies to a contract with a 

person or organization that meets the definition of a Business Associate (as 

defined below).  If the proposed contract is with a Business Associate, then it is a 

“Business Associate Contract” and subject to the terms and conditions of this 

policy.   

 

1. Definition of Business Associate.  “Business Associate” means a natural 

person or organization that: 

 

a. On behalf of Kewaunee County, but other than in the 

capacity of a member of the workforce of Kewaunee 

County, performs, or assists in the performance of: 

 

i. A function or activity involving the use or 

disclosure of individually identifiable health 

information, including claims processing or 

administration, data analysis, processing or 

administration, utilization review, quality assurance, 
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billing, benefit management, practice management, 

and repricing; or  

 

ii. Any other function or activity regulated by the 

Privacy Rule; or 

  

b. Provides, other than in the capacity of a member of the 

workforce of Kewaunee County, legal, actuarial, 

accounting, consulting, data aggregation, management, 

administrative, accreditation, or financial services to or for 

Kewaunee County, where the provision of the service 

involves the disclosure of individually identifiable health 

information from Kewaunee County, or from another 

Business Associate of Kewaunee County, to the person or 

organization. 

 

2. Excluded from Definition of Business Associate.  A natural person or 

organization is not a Business Associate if he/she or it is: 

 

a. an employee of Kewaunee County; 

b. a Health Care Provider (e.g., provider medical staff) to which the 

Kewaunee County discloses Protected Health Information in 

connection with the treatment of a patient; or 

c. a vendor that places its employees on Kewaunee County's premises 

to the extent that the employees perform a substantial proportion of 

their activities at such location and Kewaunee County treats such 

employees as members of its workforce for the purpose of 

complying with the Privacy Rule;  

B. Transition Provisions. Kewaunee County is obligated by HIPAA to enter into 

compliant Business Associate Contracts by April 14, 2003.  However, if 

Kewaunee County had an existing contract (or another written arrangement) with 

a Business Associate prior to October 15, 2002 and the contract or arrangement is 

not renewed or modified from October 15, 2002 until April 14, 2004 Kewaunee 

County is not required to enter into a HIPAA compliant Business Associate 

Contract until April 14, 2004.  This transition provision does not apply to oral 

arrangements.  However, during this transition period, Kewaunee County is still 

responsible for ensuring that the Business Associate can provide the information 

necessary to enable Kewaunee County to fulfill its obligation to provide the 

patient access to Protected Health Information, to amend Protected Health 

Information held by a Business Associate, to receive an accounting of disclosures 

by a Business Associate, and to mitigate improper disclosures.  Kewaunee County 

is required to ensure that all Business Associate contracts entered into after 

October 15, 2002 are HIPAA compliant. 
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C. Required Elements and Provisions of Business Associate Contracts.  If a contract 

is a Business Associate Contract, then it must be in writing and include the 

following elements and provisions: 

 

1. Permitted and Required Uses and Disclosures.   

 

a. The Business Associate Contract must provide that the Business 

Associate may only use or further disclose Protected Health 

Information as permitted or required by the Business Associate 

Contract or as required by law.  The Business Associate Contract 

must specify and describe the permitted and required uses and 

disclosures of Protected Health Information by the Business 

Associate.  The Business Associate Contract may not permit or 

require the Business Associate to use or further disclose the 

Protected Health Information in a manner that would violate the 

confidentiality obligations of Kewaunee County, if done by 

Kewaunee County.   

 

b. The Business Associate Contract may permit the Business 

Associate to use Protected Health Information for two purposes: 

(a) for the proper management and administration of the Business 

Associate and to carry out the Business Associate’s legal 

responsibilities; and/or (b) to provide data aggregation services 

relating to the health care operations of Kewaunee County.  

 

c. If the Business Associate Contract permits the Business Associate 

to re-disclose Protected Health Information to third parties, 

including any subcontractors, then the Business Associate Contract 

must require the Business Associate to obtain (before making such 

disclosures):  (a) reasonable assurances from the third party that 

the third party will hold such information confidentially and only 

use such information as required by law or for the purposes for 

which it was disclosed to the third party; and (b) the third party’s 

agreement to report to the Business Associate any instances of 

which it is aware in which the confidentiality of the information 

has been breached.   

 

2. Safeguards by Business Associate.  The Business Associate Contract must 

provide that the Business Associate will use appropriate safeguards to 

prevent use or disclosure of Protected Health Information other than as 

provided for by the Business Associate Contract. 

 

3. Reporting by Business Associate.  The Business Associate Contract must 

provide that the Business Associate will report to Kewaunee County any 

use or disclosure of Protected Health Information not provided for by the 
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Business Associate Contract of which the Business Associate becomes 

aware. 

 

4. Subcontractors.  The Business Associate Contract must provide that the 

Business Associate will ensure that any third parties, including a 

subcontractor of the Business Associate, to whom it discloses Protected 

Health Information received from, or created or received by the Business 

Associate on behalf of, Kewaunee County agrees to the same restrictions 

and conditions that apply to the Business Associate with respect to the 

information.   

 

5. Inspection and Copying.  The Business Associate Contract must provide 

that the Business Associate will make Protected Health Information 

available in accordance with Kewaunee County’s policy on access, 

inspection and copying of the Designated Record Set. 

 

6. Amendments to Designated Record Set.  The Business Associate Contract 

must provide that the Business Associate will make Protected Health 

Information contained in the Designated Record Set available for 

amendment and incorporate any amendments into the Designated Record 

Set in accordance with Kewaunee County’s policies on amendment to the 

Designated Record Set.   

 

7. Accounting.  The Business Associate Contract must provide that the 

Business Associate will make available the information required for 

Kewaunee County to provide an accounting of disclosures to individuals 

in accordance with Kewaunee County's policy on accounting for uses and 

disclosures of certain Protected Health Information.  

 

8. Inspection by Secretary.  The Business Associate Contract must provide 

that the Business Associate will make its internal practices, books, and 

records relating to the use and disclosure of Protected Health Information 

received from, or created or received by the Business Associate on behalf 

of, Kewaunee County available to the Director, Office for Civil Rights of 

the U.S. Department of Health and Human Services for purposes of 

determining Kewaunee County’s compliance with HIPAA and any rules 

promulgated pursuant thereto. 

 

9. Termination for Material Breach.  The Business Associate Contract must 

provide that Kewaunee County may terminate the contract if Kewaunee 

County determines that the Business Associate has violated a term of the 

Business Associate Contract. 

 

10. Return of Protected Health Information; Post-Termination Obligations.  

The Business Associate Contract must provide that at termination of the 

Business Associate Contract, if feasible, the Business Associate will return 
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or destroy all Protected Health Information received from, or created or 

received by the Business Associate on behalf of, Kewaunee County that 

the Business Associate still maintains in any form and retain no copies of 

such information or, if such return or destruction is not feasible, extend the 

protections of the Business Associate Contract to the information and limit 

further uses and disclosures to those purposes that make the return or 

destruction of the information infeasible.  

 

D. Optional Provisions of Business Associate Contracts.  If a contract is a Business 

Associate Contract, then Kewaunee County should consider including an 

indemnification provision and a requirement that the Business Associate maintain 

insurance to protect against losses arising out of violations of the Privacy Rule.  In 

addition, Kewaunee County should consider imposing requirements on its 

Business Associates to mitigate any and all harmful effects of any improper 

disclosure in a like manner to that adopted by Kewaunee County at Policy # 110 

(relating to mitigation of improper disclosures).  

 

E. Enforcement of Contract; Compliance Oversight.  If Kewaunee County learns of a 

pattern of activity or practice of a Business Associate that constitutes a material 

breach or violation of the Business Associate’s obligation under the Business 

Associate Contract, Kewaunee County should first take reasonable steps to cure 

the breach or end the violation, as applicable, and, if such steps are unsuccessful, 

then Kewaunee County shall: (1) if feasible, terminate the contract or 

arrangement; or (2) if termination is not feasible, report the problem to the 

Secretary of the Department of Health and Human Services.  

 


