
Sanctions for Violating Privacy and Security Policies 
 

Policy: 

Kewaunee County will take appropriate corrective action against any member of its 

workforce that violates Privacy Policies, Security Policies, or any  applicable state or 

federal laws or regulations, including the Health Insurance Portability and Accountability 

Act of 1996 (HIPAA) and the Health Information Technology for Economic and Clinical 

Health (HITECH) Act.  

 

Procedure:  

1. Failure to comply with Kewaunee County policies or procedures may result in 

corrective disciplinary action, up to and including termination of employment. 

Violations may also result in civil and criminal penalties as determined by state and 

federal laws and regulations.   

(a) Sanctions as a result of a violation of an Information Security and/or Privacy 

policies or procedures shall be imposed consistently across the organization. 

(b) Inadvertent violations of privacy and/or security requirements may also result in 

corrective action. 

(c) Examples of violations include: 

1. Accessing a patient’s medical record for any purpose outside of treatment, 

payment, or health care operations. 

2. Discussing a patient’s protected health information (PHI) in a public area or 

discussing a patient’s PHI without a legitimate business reason. 

3. Failing to logoff from an application that contains PHI 

4. Failing to properly secure electronic media that contains PHI 

5. Sharing a password 

6. Using a patient’s PHI for personal reasons 

7. Mailing, emailing or faxing a medical record to the wrong address / patient. 

2. Kewaunee County will determine corrective action on a case by case basis, 

considering the specific circumstances, severity of the violation and work history.  

3. A workforce member who fails to report either a suspected or actual violation may 

have violated this policy, and may be subject to corrective action. Any workforce 

member who observes or become aware of, or suspects a wrongful use or disclosure 

of PHI maintained by Kewaunee County is required to report their suspicion of the 

wrongful use or disclosure as soon as possible to their supervisor or the HIPAA 

Privacy Officer.  

4. Kewaunee County will not tolerate intimidation, threats, coercion, discrimination 

against, or any other retaliatory action against a member of its workforce who acts in 

good faith to report a practice they believe is unlawful or contrary to Kewaunee 

County Policy.  

 


